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(57) ABSTRACT

Methods of content-centric networking, a client, a server and
a non-transitory computer-readable storage device storing a
computer program product are disclosed. A method of estab-
lishing a secure session for transfer of a stream of data packets
between a client and a server of a content-centric network is
performed by exchanging information in such a way that the
namespace of each data packet changes and is related to the
previous data packets. The namespaces daisy-chain from one
to the other, without the need for any additional authentica-
tion needing to take place between the two nodes when trans-
ferring a subsequent data packet. As long as both the client
and the server derives the correct namespace for each subse-
quent data packet, it can be assumed that the session between
the client and the server is still secure, which significantly
improves performance while maintaining security.

15 Claims, 4 Drawing Sheets
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1
CONTENT-CENTRIC NETWORKING

FIELD OF THE INVENTION

The present invention relates to methods of content-centric
networking, a client, a server and computer program prod-
ucts.

BACKGROUND

Content-centric networking is known. In such content-
centric networking, a routing paradigm is provided for deliv-
ery of content in a data network. In particular, requests for
content are made to network nodes within the content-centric
network and, if a network node receiving that request has a
local copy of that content, then this is routed back to the
requesting node. However, if a network node does not have
that content, then the request is promulgated through the
network until the content is returned or, if no content is
returned, an error message is provided to the requesting node.
Typically, as the content is passed back to the requesting
node, a copy of that content may be stored locally by network
nodes in order that they have that content accessible, should a
subsequent request for that content be made.

Although such an approach enables content to be provided,
this is not without its own shortcomings.

Accordingly, it is desired to provide an improved technique
for content-centric networking.

SUMMARY

According to a first aspect, there is provided a method of
establishing a secure session for transfer of a stream of data
packets between a client and a server of a content-centric
network, the method comprising the steps of: exchanging a
first namespace portion indication between the server and the
client; deriving a first namespace portion from the first
namespace portion indication; incorporating the first
namespace portion into a first namespace of a first request
from the client to the server for a first data packet of the stream
of'data packets; deriving a subsequent namespace portion, the
subsequent namespace portion being based on transfer of the
first data packet, the subsequent namespace portion differing
from the first namespace portion; and incorporating the sub-
sequent namespace portion into a subsequent namespace of a
subsequent request from the client to the server for a subse-
quent data packet of the stream of data packets.

The first aspect recognises that a problem with existing
content-centric networking approaches is that although they
typically have a strong emphasis on security, this typically
requires all network packets to be signed using a public key
infrastructure encryption system. Whilst this allows the net-
work to verify the origin of every packet, this impacts on
performance as asymmetric encryption is very slow.

To alleviate this, the first aspect recognises that perfor-
mance improvements can be achieved by implementing
secure sessions in a content-centric network, a secure session
being transfer of a stream of data packets between two net-
work nodes where authentication is performed once, at the
beginning of the session, and thus the individual data packets
need not be signed.

When establishing a secure session within a content-cen-
tric network, the communicating parties typically need to
agree on a namespace where they can exchange information.
Atthe server end, this namespace serves to identify an incom-
ing packet as belonging to a given session. Knowing which
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session an incoming packet belongs to typically allows the
server to retrieve the cryptographic key needed to decrypt the
data packet.

By using a key that is shared only with a single client, the
server can then implicitly verify the identity of the sender as
being the only other network node with access to the key.
Other than serving as such an identifier of the secure session,
the specific format of the namespace thus has no direct cor-
relation with the data being exchanged and may be chosen
based on any number of different principles.

By using the namespace selection techniques described
below, several advantages over other namespace selection
schemes can be achieved, including de-correlation of related
session traffic and elimination of any chance to perform
replay attacks on the session established mechanisms.

Accordingly, a method of establishing a secure session
between a client and a server is provided. A first namespace
portion indication may be exchanged between the client and
server. The first namespace portion may be derived from the
indication. The first namespace portion may be incorporated
into a first namespace associated with a request from the
client for a first data packet from the server. A subsequent
namespace portion may then be derived which differs from
the first namespace portion. The subsequent namespace por-
tion may then be incorporated into a subsequent request for a
subsequent data packet from the server.

Hence, the namespace associated with the first data packet
may be determined between the client and the server. A
namespace associated with a subsequent data packet may
then be derived by the client and server following the transfer
of'the first data packet. In this way, the namespace of each data
packet changes and is related to the previous data packets
such that the namespaces daisy-chain from one to the other,
without the need for any additional authentication needing to
take place between the two nodes when transferring a subse-
quent data packet. Instead, the namespace for each subse-
quent data packet may be derived based on the preceding data
packet. As long as both the client and the server derives the
correct namespace for each subsequent data packet, it can be
assumed that the session between the client and the server is
still secure, which significantly improves performance whilst
maintaining security. Also, because the namespace changes
for each data packet in what will appear to be a largely random
way, this makes it difficult for intercepting nodes to determine
that the data packets being transferred over the content-cen-
tric network are related, and because each subsequent data
packet is only allocated a namespace following transmission
of a preceding data packet this makes it difficult for third
parties to access the data stream or run replay attacks.

In one embodiment, the first namespace portion indication
comprises an encryption key shared by the client and the
server and the first namespace portion is derived from the
encryption key. Accordingly, an encryption key may be
shared by the server and client, which is possible to do using
known techniques without the key being ‘in the open’ (i.e.
disclosed in or readily derivable from insecure communica-
tion). The first namespace portion may then be derived by
both the client and server from this secure encryption key.

In one embodiment, the first namespace portion indication
comprises an encryption key shared by the client and the
server and the first namespace portion is derived from a hash
function shared by the client and the server which is applied
to the encryption key. Accordingly, rather than simply deriv-
ing the namespace portion from the encryption key itself, a
hash function may also be utilised to further complicate the
derivation of the first namespace portion, which is derived by
applying the hash function to the encryption key. It will be
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appreciated that the sharing of the hash function may be
achieved in a similar way to the sharing of the encryption key
in order to ensure that the hash function is not in the open.

In one embodiment, the first namespace portion indication
comprises the first namespace portion encrypted by an
encryption key shared by the client and the server, and the first
namespace portion is derived by decrypting the first
namespace portion indication using the encryption key.
Accordingly, the first namespace portion may be transmitted
in encrypted form between the server and client, each being
able to derive the namespace portion by decryption using the
encryption key.

In one embodiment, the subsequent namespace portion
indication comprises the first data packet encrypted by an
encryption key shared by the client and the server and the
subsequent namespace portion is derived from the first data
packet. Accordingly, the subsequent namespace portion may
be derived by decrypting the first data packet.

In one embodiment, the subsequent namespace portion is
derived from the first data packet by decrypting the first data
packet using the encryption key. Hence, the subsequent
namespace portion may be encoded by the first data packet
and encrypted. To derive the subsequent namespace portion,
the data packet is decrypted and decoded to reveal the subse-
quent namespace portion. This helps to provide assurance
within the secure session, since the derivation of the subse-
quent namespace needs to be based on correctly receiving and
decoding the preceding data packet. As long as each preced-
ing data packet is correctly received, decrypted and decoded,
the namespace of the following data packet is derivable. Also,
it is possible to imply that the secure session has not been
compromised or interrupted whilst requests to each subse-
quent namespace continue to occur.

In one embodiment, the subsequent namespace portion is
derived from a hash function applied to the first data packet.
Again, by utilising a hash function, the integrity of the sub-
sequent namespace portion is increased.

In one embodiment, the subsequent namespace portion is
derived from a hash function applied to the first data packet
and the first namespace portion. Again, by utilising a hash
function, the integrity of the subsequent namespace portion is
increased.

In one embodiment, the first namespace portion comprises
one of a random value and a selected value in a sequence of
pseudorandom values. By deriving a first namespace portion
based on a random value derived from the indication
exchanged between the server and the client, the namespace
associated with the first data packet is difficult to predict.
Likewise, deriving the first namespace portion from a
selected value in a pseudo-random sequence which may be
derived from the indication exchanged between the server
and the client, again the initial namespace may be derivable
only by the client and server, thereby enabling a secure ses-
sion. It will be appreciated that in one embodiment it is
possible to provide a predictable pseudorandom number gen-
erator by using an encryption function E and key k previously
exchanged. If a starting point x is agreed and this is encrypted
iteratively, it will evolve from E_k(x) to E_k(E_k(x)) to E_k
(E_k(E_k(x))) and so on, which looks entirely random when
E, k, and x are unknown. Likewise, instead of E_k( ), a
hashing function could be used. The starting point x could be
anything, for example the key k itself. In one embodiment, the
subsequent namespace portion comprises one of another ran-
dom value and another selected value in the sequence of
pseudorandom values. Accordingly, the subsequent
namespace portion may be another random value. This ran-
dom value may be based on or derived from the transfer of the
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first data packet. For example, the random value may be
incorporated into the first data packet or may be, for example,
a particular set of bits within that data packet. Hence, the
subsequent namespace portion may be derived from that pre-
vious data packet. Alternatively, the subsequent namespace
portion may be another selected value in the sequence of
pseudo-random values. Again, this may be a pre-agreed offset
in the sequence of pseudo-random values or may be indicated
by the previous data packet. Again, this provides for the
establishment of a secure session and makes it difficult for a
third party to predict the next namespace for the secure ses-
sion.

In one embodiment, the method comprises the steps of
deriving subsequent namespace portions, the subsequent
namespace portions differing from preceding namespace por-
tions; and incorporating the subsequent namespace portions
into a subsequent namespace of subsequent requests from the
client to the server for subsequent data packets of the stream
of data packets. Accordingly, the namespace associated with
each subsequent request may be based on a preceding data
packet, each of those namespace portions differing from the
preceding namespace portion in order to improve the integrity
of the secure session.

In one embodiment, each namespace of a request for a data
packet of the stream of data packets comprises at least one of
a content provider identifier, a secure session identifier com-
prising the namespace portion and a content identifier.
Accordingly, the namespace may comprise a content provider
identifier, a secure session identifier comprising the
namespace portion, or a content identifier.

In one embodiment, the method comprises the step of, for
namespaces of requests for subsequent data packets of the
stream of data packets whose content identifier does not vary,
applying a salt function shared by the client and the server to
the content identifier to increase its variability. Accordingly,
salting procedures may be applied to the requests or to por-
tions of the requests in order to increase the variability of the
values incorporated into the namespace. Typically, this may
be applied to the content identifier in order to reduce the
probability that a third party may be able to correlate the
different requests as being associated with a session for trans-
ferring a sequence of data packets relating to some content.

According to a second aspect, there is provided a client
operable to establish a secure session for transfer of a stream
of data packets between a server and the client of a content-
centric network, the client comprising: exchanging logic
operable to exchange a first namespace portion indication
between the server and the client; deriving logic operable to
derive a first namespace portion from the first namespace
portion indication and to incorporate the first namespace por-
tion into a first namespace of a first request to the server for a
first data packet of the stream of data packets, the deriving
logic being further operable to derive a subsequent
namespace portion, the subsequent namespace portion being
based on transfer of the first data packet, the subsequent
namespace portion diftfering from the first namespace portion
and to incorporate the subsequent namespace portion into a
subsequent namespace of a subsequent request to the server
for a subsequent data packet of the stream of data packets.

In one embodiment, the first namespace portion indication
comprises an encryption key shared by the client and the
server and the deriving logic operable to derive the first
namespace portion from the encryption key.

In one embodiment, the first namespace portion indication
comprises an encryption key shared by the client and the
server and the deriving logic operable to derive the first



US 9,338,150 B2

5

namespace portion from a hash function shared by the client
and the server which is applied to the encryption key.

In one embodiment, the first namespace portion indication
comprises the first namespace portion encrypted by an
encryption key shared by the client and the server, and the
deriving logic operable to derive the first namespace portion
by decrypting the first namespace portion indication using the
encryption key.

In one embodiment, the subsequent namespace portion
indication comprises the first data packet encrypted by an
encryption key shared by the client and the server and the
deriving logic operable to derive the subsequent namespace
portion from the first data packet.

In one embodiment, the deriving logic operable to derive
the subsequent namespace portion from the first data packet
by decrypting the first data packet using an encryption key.

In one embodiment, the deriving logic operable to derive
the subsequent namespace portion from a hash function
applied to the first data packet.

In one embodiment, the deriving logic operable to derive
the subsequent namespace portion from a hash function
applied to the first data packet and the first namespace por-
tion.

In one embodiment, the first namespace portion comprises
one of a random value and a selected value in a sequence of
pseudorandom values.

In one embodiment, the subsequent namespace portion
comprises one of another random value and another selected
value in the sequence of pseudorandom values.

In one embodiment, the deriving logic operable to derive
subsequent namespace portions, the subsequent namespace
portions differing from preceding namespace portions and to
incorporate the subsequent namespace portions into a subse-
quent namespace of subsequent requests from the client to the
server for subsequent data packets of the stream of data pack-
ets.

In one embodiment, each namespace of a request for a data
packet of the stream of data packets comprises at least one of
a content provider identifier, a secure session identifier com-
prising the namespace portion and a content identifier.

In one embodiment, the deriving logic operable, for
namespaces of requests for subsequent data packets of the
stream of data packets whose content identifier does not vary,
to apply a salt function shared by the client and the server to
the content identifier to increase its variability.

According to a third aspect, there is provided a method of
establishing a secure session for transfer of a stream of data
packets between a server and a client of a content-centric
network, the method comprising the steps of: exchanging a
first namespace portion indication between the server and the
client; deriving a first namespace portion from the first
namespace portion indication; incorporating the first
namespace portion into a first namespace associated with a
first data packet of the stream of data packets; deriving a
subsequent namespace portion, the subsequent namespace
portion being based on transfer of the first data packet, the
subsequent namespace portion differing from the first
namespace portion; and incorporating the subsequent
namespace portion into a subsequent namespace associated
with a subsequent data packet of the stream of data packets.

In one embodiment, the first namespace portion indication
comprises an encryption key shared by the client and the
server and the first namespace portion is derived from the
encryption key.

In one embodiment, the first namespace portion indication
comprises an encryption key shared by the client and the
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server and the first namespace portion is derived from a hash
function shared by the client and the server which is applied
to the encryption key.

In one embodiment, the first namespace portion indication
comprises the first namespace portion encrypted by an
encryption key shared by the client and the server, and the first
namespace portion is derived by decrypting the first
namespace portion indication using the encryption key.

In one embodiment, the subsequent namespace portion
indication comprises the first data packet encrypted by an
encryption key shared by the client and the server and the
subsequent namespace portion is derived from the first data
packet.

In one embodiment, the subsequent namespace portion is
derived from the first data packet by decrypting the first data
packet using an encryption key.

In one embodiment, the subsequent namespace portion is
derived from a hash function applied to the first data packet.

In one embodiment, the subsequent namespace portion is
derived from a hash function applied to the first data packet
and the first namespace portion.

In one embodiment, the first namespace portion comprises
one of a random value and a selected value in a sequence of
pseudorandom values.

In one embodiment, the subsequent namespace portion
comprises one of another random value and another selected
value in the sequence of pseudorandom values.

In one embodiment, the method comprises the steps of
deriving subsequent namespace portions, the subsequent
namespace portions differing from preceding namespace por-
tions; and incorporating the subsequent namespace portions
into subsequent namespaces associated with subsequent data
packets of the stream of data packets.

In one embodiment, each namespace of a request for a data
packet of the stream of data packets comprises at least one of
a content provider identifier, a secure session identifier com-
prising the namespace portion and a content identifier.

In one embodiment, the method comprises the step of
applying a salt function shared by the client and the requests
for data packets of the stream of data packets.

According to a fourth aspect, there is provided a server
operable to establish a secure session for transfer of a stream
of data packets between a server and a client of a content-
centric network, the server comprising: exchanging logic
operable to exchange a first namespace portion indication
between the server and the client; deriving logic operable to
derive a first namespace portion from the first namespace
portion indication; incorporating logic operable to incorpo-
rate the first namespace portion into a first namespace asso-
ciated with a first data packet of the stream of data packets; the
deriving logic being operable to derive a subsequent
namespace portion, the subsequent namespace portion being
based on transfer of the first data packet, the subsequent
namespace portion differing from the first namespace por-
tion; and the incorporating logic being operable to incorpo-
rate the subsequent namespace portion into a subsequent
namespace associated with a subsequent data packet of the
stream of data packets.

In one embodiment, the first namespace portion indication
comprises an encryption key shared by the client and the
server and the deriving logic being operable to derive the first
namespace portion from the encryption key.

In one embodiment, the first namespace portion indication
comprises an encryption key shared by the client and the
server and the deriving logic being operable to derive the first
namespace portion from a hash function shared by the client
and the server which is applied to the encryption key.
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In one embodiment, the first namespace portion indication
comprises the first namespace portion encrypted by an
encryption key shared by the client and the server, and the
deriving logic being operable to derive the first namespace
portion by decrypting the first namespace portion indication
using the encryption key.

In one embodiment, the subsequent namespace portion
indication comprises the first data packet encrypted by an
encryption key shared by the client and the server and the
deriving logic being operable to derive the subsequent
namespace portion from the first data packet.

In one embodiment, the deriving logic being operable to
derive the subsequent namespace portion from the first data
packet by decrypting the first data packet using an encryption
key.

In one embodiment, the deriving logic being operable to
derive the subsequent namespace portion from a hash func-
tion applied to the first data packet.

In one embodiment, the deriving logic being operable to
derive the subsequent namespace portion from a hash func-
tion applied to the first data packet and the first namespace
portion.

In one embodiment, the first namespace portion comprises
one of a random value and a selected value in a sequence of
pseudorandom values.

In one embodiment, the subsequent namespace portion
comprises one of another random value and another selected
value in the sequence of pseudorandom values.

In one embodiment, the deriving logic is operable to derive
subsequent namespace portions, the subsequent namespace
portions differing from preceding namespace portions; and
the incorporating logic is operable to incorporate the subse-
quent namespace portions into subsequent namespaces asso-
ciated with subsequent data packets of the stream of data
packets.

In one embodiment, each namespace of a request for a data
packet of the stream of data packets comprises at least one of
a content provider identifier, a secure session identifier com-
prising the namespace portion and a content identifier.

In one embodiment, the server comprises salting logic
operable to apply a salt function shared by the client and the
requests for data packets of the stream of data packets.

According to a fifth aspect, there is provided a computer
program product operable, when executed on a computer, to
perform the method steps of the first or third aspect.

Further particular and preferred aspects are set out in the
accompanying independent and dependent claims. Features
of'the dependent claims may be combined with features of the
independent claims as appropriate, and in combinations other
than those explicitly set out in the claims.

Where an apparatus feature is described as being operable
to provide a function, it will be appreciated that this includes
an apparatus feature which provides that function or which is
adapted or configured to provide that function.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the present invention will now be
described further, with reference to the accompanying draw-
ings, in which:

FIGS. 1A & 1B illustrate a namespace according to
embodiments;

FIG. 2 illustrates a content-centric network according to
one embodiment;
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FIG. 3 illustrates the main messaging and processing steps
when establishing and transferring content in a secure session
over the content-centric network according to one embodi-
ment; and

FIG. 4 illustrates a namespace daisy-chain according to
one embodiment.

DESCRIPTION OF THE EMBODIMENTS

Overview

Before discussing embodiments in any more detail, first an
overview will be provided. A technique is provided for estab-
lishing a secure session between a client and a content pro-
vider in a content-centric network.

Typically, a client of a content-centric network will seek to
access content for content by issuing a request in the form of
an “interest packet” to a “namespace”, as illustrated in FIG.
1A. Although the exact format of the namespace may vary,
generally the namespace will first include a protocol portion
12 identifying a content-centric network protocol. A content
provider portion 14 is provided which typically identifies the
source of the content. Finally, a content identifier portion 16
is provided which uniquely identifies the content itself.

When an interest packet is received, the receiving network
node in the content-centric network will look at the
namespace associated with that interest packet and determine
whether it has a locally stored copy of that content. If not, then
various mechanisms exist for propagating the interest packet
throughout the content-centric network.

When a network node having the content receives the inter-
est packet then the content is provided back across the con-
tent-centric network as a data packet to the requesting client
and any network nodes which receive that content can make
an assessment on whether they wish to store a copy of that
content in their local cache.

In order to improve the security of any data transfers across
the content-centric network, an augmented namespace
arrangement 10q is utilised, as shown in FIG. 1B. In this
arrangement, a content identifier 16a is provided which
includes a number of portions. A first portion 18 identifies that
the namespace is associated with a secure or reserved
namespace. A session identifier portion 20 is provided which,
as mentioned below, changes with each data packet trans-
ferred. A further portion 22 is provided which uniquely iden-
tifies the content requested.

The value of the session identifier portion 20 changes with
each interest packet sent within a session. The value of the
session identifier portion 20 of each interest packet is only
known to the requesting client and the content provider. Also,
the value of the session identifier portion 20 is likely to be
different even when the same content is requested from a
server by the client at a different time. This improves the
security of the delivery of content since the namespace asso-
ciated with that content varies and is only known to the
content provider and a trusted recipient. Also, the namespace
of each subsequent portion of the content varies and is only
created as interest packet requesting that content is created.
This makes it extremely difficult for third parties to access
content and, even if they are able to access a portion of the
content, it is difficult for them to access the next portion of that
content. Furthermore, because of the nature of the changing
namespace, even if content was intercepted it is difficult to
identify whether the content portions relate to each other
since there is typically no obvious indication in the
namespace of any relationship between the different portions
of content. This, therefore, effectively provides for a secure
mechanism for point to point transfer of content in a content-
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centric network. Any content which is stored locally by net-
work nodes within their cache will eventually be discarded as
they will not be requested again.

Content-Centric Network

FIG. 2 illustrates a content-centric network according to
one embodiment. A client 30 is connected to the content-
centric network 40 made of a number of interconnected net-
work nodes 50. Also connected to the content-centric network
40 is a server 60 associated with a content provider which
provides content to the content-centric network in response to
interest packets received for that content.

As mentioned above, when the client 30 requests content
from the content-centric network 40, the client 30 does this by
issuing an interest packet for the content associated with a
particular namespace, as illustrated in FIGS. 1A and 1B.
Should any of the network nodes 40 have in their local cache
the content associated with that namespace, then the content
is provided to the client 30 as a data packet.

If none of the network nodes 50 have content associated
with the namespace in the interest packet, then eventually the
interest packet will propagate to the server 60 which is asso-
ciated with the content provider set outin the content provider
portion 14 of the namespace.

The server 60 will then examine its namespace 70 to deter-
mine whether it has content available associated with that
namespace. In the event that the server 60 identifies that the
content identifier portion 16; 16a matches an entry in its
namespace 70, then the associated content 90 is provided as a
data packet. In the event that the portion 16, 16a does not
match any entry in the namespace 70, then no content is
provided and an error message may optionally be sent.

Reserved Namespace

A reserved portion 80 of the namespace 70 is provided
which is utilised to support a secure session between a client
30 and the server 60. In particular, entries within this reserved
portion 80 of the namespace 70 are dynamically utilised to
support data transfer within the secure session. In particular,
an entry is made within the secure portion 80 when an interest
packet for content is issued by the client 30 and that entry is
associated with the requested content.

However, the namespace entry is unique and is only uti-
lised in response to a request for specific content during a
secure session. As will be explained in more detail below, this
namespace should only be known to the client 30 and the
server 60 and should not be derivable by any other network
node. Furthermore, this namespace should differ each time
the request for content is made, even if the request comes
from the same client and relates to the same content from the
same content provider.

The content will typically be requested using a sequence of
interest packets and the namespace associated with each
interest packet within the session will vary and will only be
known to the client 30 and server 60. Hence, to an external
observer, the content provided will appear to relate to com-
pletely different namespaces and so will appear uncorrelated.
Although it may be possible to deduce the order of the content
from the order of transmission, changing the namespaces
helps to camouflage which packets belong to the same ses-
sion. This would make it very difficult for the content to be
reassembled in the correct order. Also, given that the content
will typically only be associated with the namespace until it
has been requested, the same content is unlikely to be avail-
able at that namespace should another network node attempt
to replay the request in a spoof attack on the server 60 by
reissuing the interest packets. In addition, it will typically be
the case that each additional namespace allocated for a sub-
sequent portion of the content is derived from information
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associated with the previous interest packet and/or the pro-
vided content which effectively provides a daisy-chain rela-
tionship between the namespaces associated with subsequent
content portions.

Consider the following example where a secure session is
established for the transfer of three portions of content C; ;,
C,_, and C,_; from the server 60 in response to requests from
the client 30.

As shown in FIG. 2, an interest packet for a first portion of
content C,_, is addressed to the reserved namespace 80, as
shown in A. As will be explained in more detail below, the
session identifier portion 20 has a value of session,, which
will be known only to both the client 30 and the server 60. It
will be appreciated that the value of session, may be any value
within the reserved namespace 80.

After receipt of the content C,_,, the next namespace (in
particular the value of session_, ,) is calculated by the server
60 and this next namespace is associated with content C;_,.

The value of session, , is also determined by the client 30
and the next interest packet for content C,_, is addressed to the
namespace as shown in B.

After providing the content C_,, the server 60 then deter-
mines the namespace (in particular the value of session, )
associated with content C,_; and associates content C;_; with
that namespace.

The client 30 also determines the namespace for content
C,_; (by determining the value of session,,,) and makes a
request to that namespace. Accordingly, sequential portions
of content within a session can be provided to the client 30
from the server 60.

Secure Session

FIG. 3 illustrates the main messaging and processing steps
performed by the client 30 and the server 60 when establish-
ing and transferring content in a secure session over the
content-centric network 40 to request, for example, three
portions of content C;_;, C; , and C, ;.

At step S10, in response to a request from the client 30 for
content from the server 60, akey K1 is exchanged between the
client 30 and the server 60 in accordance with known tech-
niques such as, for example, a Diffie-Hellman key exchange.

Optionally, the client 30 and the server 60 may exchange
other information either encrypted using the encryption key
K1 or through open exchange. For example, details of one or
more hash functions which may be used subsequently may be
exchanged. Likewise, an indication of an initial value session
of'the session portion 20 may be exchanged. This initial value
of'the session portion 20 may be selected by the client 30 or by
the server 60 and provided to the other. This initial value of the
session portion 20 may be provided in the open or may be
encrypted using the key K1. Alternatively, the initial value of
the session portion 20 could be encrypted by the key K1 and
have a hash function applied. Alternatively, the initial value of
the session portion 20 could be determined by applying a hash
function to the key K1. Alternatively, the initial value of the
session portion 20 could be determined using a pointer to an
initial entry in a pseudorandom sequence known to both the
client 30 and server 60 may be sent in the open, may be
encrypted with or without a hash function being applied.

Atstep S20, both the client 30 and the server 60 perform the
same operation to determine the initial value session of the
session portion 20 and, hence, the initial namespace. Alter-
natively, the server 60 need do nothing if the client 30 has
supplied the initial value of the session portion 20 of the
namespace. For example, the initial value of the session por-
tion 20 of the namespace may be extracted from an open
message transferred between the client 30 and the server 60.
Alternatively, the initial value of the session portion 20 of the
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namespace may be determined by applying the key K1 to
information exchanged between the client 30 and the server
60. Alternatively, the initial value of the session portion 20 of
the namespace may be determined by applying a hash func-
tion and the key K1 to information exchanged between the
client 30 and the server 60. Alternatively, the initial value of
the session portion 20 the initial namespace may be deter-
mined by applying a hash function to the key K1. Alterna-
tively, the initial value of the session portion 20 may be
determined from the initial entry in the pseudorandom
sequence.

Once the server 60 has determined the initial namespace,
the required content is then associated with that namespace
within the reserved namespace 80 of the namespace 70. For
example, the server 60 may associate the content C;_, with the
initial namespace shown at A in FIG. 2.

At step S30, the client 30 sends an interest packet for
content C;_; to the content-centric network 40 using the same
initial namespace shown at A in FIG. 2.

At step S40, the server 60 receives the interest packet and
looks within its namespace for an entry which has associated
content. If no such entry exists or if no content is associated
with that entry, then either no further action is taken or an
error message is provided. However, if the initial namespace
matches an entry in the reserved portion 70 of the namespace
80 then the associated content C;_, is provided by the server
60 to the client 30 in a data packet.

At step S50, the client 30 and the server 60 both determine
the subsequent namespace for the next portion of the content
C,_,. In particular, both the client 30 and the server 60 per-
form the same operation to determine the next value of the
session portion 20 session,,,. This determination can be
made in anumber of ways. For example, the next value of the
session portion 20 could be derived from another value in the
pseudo-random sequence which may be either a pre-agreed
offset from the previous value in the sequence, or may be
based on an offset derived from the content provided at step
S40. Likewise, the next value of the session portion 20 may be
derived from applying the key K1 to the content received at
S40. Alternatively, the next value of the session portion 20
may be derived by applying a hash function to the content
provided at step S40. Alternatively, the next value of the
session portion 20 may be derived by applying a key or hash
function to the previous portion of the namespace.

Meanwhile, the server S60 makes an entry in its reserved
portion 80 of the namespace 70 and associates the next por-
tion of data C,_, with that entry, as shown in at B in FIG. 2.

At step S60, the client 30 sends an interest packet for
content C;_, to the content-centric network 40 using the same
initial namespace shown at B in FIG. 2.

At step S70, the server 60 receives the interest packet and
looks within its namespace for an entry which has associated
content. If no such entry exists or if no content is associated
with that entry, then either no further action is taken or an
error message is provided. However, if the initial namespace
matches an entry in the reserved portion 70 of the namespace
80 then the associated content C;_, is provided by the server
60 to the client 30 in a data packet.

Atstep S80, a determination is made of whether the session
has completed. If so, then processing finishes. If not, then
processing returns to step S50 and the determination of the
next value of the session portion 20 is then made based on the
preceding namespace and/or the preceding portion of content
received, as illustrated at C in FIG. 2.

Accordingly, it can be seen that a technique is provided for
use in a content-centric network. Such content-centric net-
works have a strong emphasis on security and typically
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require all network packets to be signed using a public key
infrastructure (PKI) encryption system. Whilst this allows the
network to verify the origins of every packet, it significantly
affects performance as asymmetric encryption is very slow.
To alleviate this, embodiments provide for secure sessions in
a content-centric network, a session being a stream of data
between two network nodes where authentication is per-
formed once, at the beginning of a session, and thus indi-
vidual packets need not be signed.

When establishing a secure session within a content-cen-
tric network, the communicating parties need to agree on a
namespace where they can exchange information. At the
server end, this namespace serves to identify incoming data as
belonging to a given session. Knowing which session an
incoming packet belongs to allows the server to retrieve the
cryptographic key needed to decrypt the packet. By using a
key that is shared only with a single client, the server can then
implicitly verify the identity of the sender as being the only
other node with access to the key. Other than serving as such
an identifier of the session, the specific value of the
namespace thus has no direct correlation with the data being
exchanged and may be chosen based on any number of dif-
ferent principles. By using the namespace selection prin-
ciples outlined, it is possible to achieve many advantages over
other namespace selection schemes, including de-correlation
of related session traffic and elimination of any chance to
perform replay attacks on session establishment mechanisms.

By agreeing on a shared secret, such as a symmetric
encryption key, two nodes in a content-centric network can
establish a session which is a stream of data understandable
only by the two hosts. In those embodiments which use a
secure hash function, an additional security layer is provided
within sessions by continually varying the namespace that the
end points use to communicate.

As shown in FIG. 4, this approach creates a namespace
daisy-chain by hashing the encrypted traffic the end points are
exchanging. Each namespace is single use and the evolution
of the daisy-chain can only be predicted by the participating
nodes. Typically, a secure session between end points in a
content-centric network is established by first establishing a
shared secret or encryption key between the end points. They
then agree on a namespace within which the key is valid and
all subsequent communication that takes place within that
name space must use the shared key to encrypt and decrypt
data. However, in embodiments, the client initiates a secure
session establishment by issuing an interest packet, I, to the
server. I, contains one half of a classic Diffie-Hellman hand-
shake which is used to establish the shared secret (the cryp-
tographic key) between the client and the server. The server
then calculates the shared key, k..., and issues a data packet

to the client with the informatiofl necessary to derive k.
However, it should be noted that k,,, itself is never transmit-
ted between the communicating parties which is a central
concept in the Diffie-Hellman key exchange algorithm.
Because k,,,, is only known to the client and server, it may be
used to establish a namespace target for the next interest
packet in the session. This is done by applying a known hash
function, h() to k.. H(k,,,,,) produces a value n, of known
length that is derived from k,,,,, but from which k,,,, cannot
be determined. The namespace target for the secure session is
then established as /(server-name)/sec/n,. Once again, as with
k,,..» 0 is only known to the server and client. However, it
will be transmitted in clear text within the next interest packet
1, issued by the client. This is necessary for the functioning of
the routing protocols of the content-centric network and does
not allow attackers to predict the next valid namespace for

communication between the client and server.
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When the server receives 1, it will attempt to decrypt the
encrypted segments of the packet with the key indicated by
1,’s target namespace. If itis a valid interest packet, the server
will generate a data packet D, in response and send this to the
client. As with I, D, has both encrypted (part of the
namespace and the data payload) and unencrypted (the rout-
ing information) segments. When D, is ready for despatch
from the server, the server will update the name space asso-
ciated with the ongoing session. By using n,, as the seed to
h( ) and subsequently using it to hash the encrypted contents
of D,, anew hash value n, is created. The next time the client
wishes to send an interest packet to the server, it will need to
target /(server-name)/sec/n, instead of /(server-name)/sec/n,,.

By using this principle, a namespace sequence is generated
Ny, n,, N, ..., n, in which each individual namespace is valid
only for a single transaction. Every n, in the sequence will be
exposed in the clear only once, after which it becomes invalid
for further use. Furthermore, no information exchange
between the client and server will allow an eavesdropper to
derive n,,, from the clear text in n,. Only nodes in the posses-
sion of the session key, k,,,, and privy to all the previous
messages exchanged between the client and server are able to
derive the proper namespace sequence.

By utilising the fact that the client and server share the
same key, k,,, both end points can predict how the
namespace evolves, as long as the communication between
them is not disturbed. Thus, by being able to send an interest
packet to /(server-name)/sec/n,, ,, the client implicitly veri-
fies that it has received and decrypted everything (and nothing
more) than the server has sent in the session up to and includ-
ing D,.

Such an approach of daisy-chaining hash values to evolve
a secure session namespace provides many benefits. For
example, unlike schemes with a fixed or predictable session
identifier, final confirmation of the session establishment
handshake cannot be performed by an intruder executing a
replay attack. Also, an eavesdropper cannot correlate which
data belongs to the same session. This is because there is no
way for the eavesdropper to predict how the namespace
evolves in a session because n,, ; cannot be computed from n,
without k.. Hence, it is not possible to determine whether
two consecutive interest packets are part of the same session
or different sessions. An intruder will, however, be able to tell
whether or not an interest packet is part of some session. Also,
if the data within the session is tampered with in any way
(packets are injected, removed or altered), communication
between the client and server will immediately fail and they
will have to establish a new secure session to continue com-
munication. This is in line with the routing principles of
content-centric networks where any interest packet will elicit
a single data packet in response and failure results in trans-
mission of a new interest packet. However, one disadvantage
with this approach is that it will be less suitable for use on
transmission channels with high packet loss and/or packet
corruption. This is because any failure will require the session
to be re-established (including the overhead of the hand-
shake) and high failure rates on the transmission media will
degrade the performance of the protocol severely.

Hence, this approach provides additional data security
compared to other known solutions by performing a de-cor-
relation between related network packets transmitted in a
high-throughput secure session between hosts in a content-
centric network. The security provided is a key enabler for
many commercial applications. This approach adds a layer of
security to content-centric network sessions, without com-
promising other parts of the network security.
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As can be seen in FIG. 4, the initial namespace, n,, is
generated from the shared secret. For each incoming Interest
packet, the content provider returns a Data packet which
includes both unencrypted (the routing information) and
encrypted (the secret path and payload parts). Namespaces n,,
for k>0, are generated by hashing the previous namespace,
n,~1, and the encrypted parts of the response packet, D,. Each
namespace is valid only for a single use.

To further improve security, it will be appreciated that the
data transmitted in the open between the client and server
(such as the content identifier portion 22) may be subjected to
‘salting’ techniques well-known in the art to help mask that
subsequent content identifier portions 22 are related and help
increase decorrelation.

A person of skill in the art would readily recognise that
steps of various above-described methods can be performed
by programmed computers. Herein, some embodiments are
also intended to cover program storage devices, e.g., digital
data storage media, which are machine or computer readable
and encode machine-executable or computer-executable pro-
grams of instructions, wherein said instructions perform
some or all of the steps of said above-described methods. The
program storage devices may be, e.g., digital memories, mag-
netic storage media such as a magnetic disks and magnetic
tapes, hard drives, or optically readable digital data storage
media. The embodiments are also intended to cover comput-
ers programmed to perform said steps of the above-described
methods.

The functions of the various elements shown in the Figures,
including any functional blocks labelled as “processors™ or
“logic”, may be provided through the use of dedicated hard-
ware as well as hardware capable of executing software in
association with appropriate software. When provided by a
processor, the functions may be provided by a single dedi-
cated processor, by a single shared processor, or by a plurality
of individual processors, some of which may be shared.
Moreover, explicit use of the term “processor” or “controller”
or “logic” should not be construed to refer exclusively to
hardware capable of executing software, and may implicitly
include, without limitation, digital signal processor (DSP)
hardware, network processor, application specific integrated
circuit (ASIC), field programmable gate array (FPGA), read
only memory (ROM) for storing software, random access
memory (RAM), and non volatile storage. Other hardware,
conventional and/or custom, may also be included. Similarly,
any switches shown in the Figures are conceptual only. Their
function may be carried out through the operation of program
logic, through dedicated logic, through the interaction of
program control and dedicated logic, or even manually, the
particular technique being selectable by the implementer as
more specifically understood from the context.

It should be appreciated by those skilled in the art that any
block diagrams herein represent conceptual views of illustra-
tive circuitry embodying the principles of the invention. Simi-
larly, it will be appreciated that any flow charts, flow dia-
grams, state transition diagrams, pseudo code, and the like
represent various processes which may be substantially rep-
resented in computer readable medium and so executed by a
computer or processor, whether or not such computer or
processor is explicitly shown.

The description and drawings merely illustrate the prin-
ciples of the invention. It will thus be appreciated that those
skilled in the art will be able to devise various arrangements
that, although not explicitly described or shown herein,
embody the principles of the invention and are included
within its spirit and scope. Furthermore, all examples recited
herein are principally intended expressly to be only for peda-
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gogical purposes to aid the reader in understanding the prin-
ciples of the invention and the concepts contributed by the
inventor(s) to furthering the art, and are to be construed as
being without limitation to such specifically recited examples
and conditions. Moreover, all statements herein reciting prin-
ciples, aspects, and embodiments of the invention, as well as
specific examples thereof, are intended to encompass equiva-
lents thereof.

The invention claimed is:

1. A method of establishing a secure session for transfer of
a stream of data packets between a client device and a server
of a content-centric network, said method comprising the
steps of:

exchanging a first namespace portion indication between

said server and said client device;

deriving a first namespace portion by decrypting said first

namespace portion indication;

incorporating said decrypted first namespace portion into a

first namespace of a first request from said client device
to said server for a first data packet of said stream of data
packets;

deriving a namespace portion for a subsequent data packet,

said subsequent namespace portion being based on a
content of said first data packet, said subsequent
namespace portion differing from said first namespace
portion; and

incorporating said subsequent namespace portion into a

subsequent namespace of a subsequent request from
said client device to said server for a subsequent data
packet of said stream of data packets, wherein the
namespace for each subsequent data packet is iteratively
derived based on the preceding data packet for authen-
tication between the client device and the server.

2. The method of claim 1, wherein said first namespace
portion indication comprises an encryption key shared by said
client and said server and said first namespace portion is
derived from said encryption key.

3. The method of claim 1, wherein said first namespace
portion indication comprises an encryption key shared by said
client and said server and said first namespace portion is
derived from a hash function shared by said client and said
server which is applied to said encryption key.

4. The method of claim 1, wherein said first namespace
portion indication comprises said first namespace portion
which has been encrypted by an encryption key shared by said
client and said server, and said first namespace portion is
derived by both the client and the server by decrypting said
first namespace portion indication using said encryption key.

5. The method of claim 1, wherein said subsequent
namespace portion indication comprises said first data packet
encrypted by an encryption key shared by said client and said
server and said subsequent namespace portion is derived from
said first data packet.

6. The method of claim 1, wherein said subsequent
namespace portion is derived from one of said first data
packet by decrypting said first data packet using an encryp-
tion key and from a hash function applied to said first data
packet.

7. The method of claim 1, wherein said subsequent
namespace portion is derived from a hash function applied to
said first data packet and said first namespace portion.

8. The method of claim 1, wherein said first namespace
portion comprises one of a random value and a selected value
in a sequence of pseudorandom values.
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9. The method of claim 1, wherein said subsequent
namespace portion comprises one of another random value
and another selected value in said sequence of pseudorandom
values.

10. The method of claim 1, further comprising the steps of
deriving subsequent namespace portions, said subsequent
namespace portions differing from preceding namespace por-
tions; and

incorporating said subsequent namespace portions into a

subsequent namespace of subsequent requests from said
client to said server for subsequent data packets of said
stream of data packets.

11. The method of claim 1, further comprising the step of,
for namespaces of requests for subsequent data packets of
said stream of data packets whose content identifier does not
vary, applying a salt function shared by said client and said
server to said content identifier to increase its variability.

12. A client device configured to establish a secure session
for transfer of a stream of data packets between a server and
said client device of a content-centric network, said client
device comprising:

exchanging logic configured, using a hardware processor,

to exchange a first namespace portion indication
between said server and said client device;

deriving logic configured to derive a first namespace por-

tion by decrypting said first namespace portion indica-
tion and to incorporate said decrypted first namespace
portion into a first namespace of a first request to said
server for a first data packet of said stream of data pack-
ets, said deriving logic being further operable to derive a
namespace portion for a subsequent data packet from a
preceding data packet, said subsequent namespace por-
tion differing from said first namespace portion and to
incorporate said subsequent namespace portion into a
subsequent namespace of a subsequent request to said
server for a subsequent data packet of said stream of data
packets, wherein the namespace for each subsequent
data packet is iteratively derived based on the preceding
data packet for authentication between the client device
and the server.

13. A method of establishing a secure session for transfer of
a stream of data packets between a server and a client device
of a content-centric network, said method comprising the
steps of:

exchanging a first namespace portion indication between

said server and said client device;

deriving a first namespace portion by decrypting said first

namespace portion indication;

incorporating said decrypted first namespace portion into a

first namespace associated with a first data packet of said
stream of data packets;

deriving a namespace portion for a subsequent data packet,

said subsequent namespace portion being based on a
content of said first data packet, said subsequent
namespace portion differing from said first namespace
portion; and

incorporating said subsequent namespace portion into a

subsequent namespace associated with a subsequent
data packet of said stream of data packets, wherein the
namespace for each subsequent data packet is iteratively
derived based on the preceding data packet for authen-
tication between the client device and the server.

14. A server configured to establish a secure session for
transfer of a stream of data packets between a server and a
client device of a content-centric network, said server com-
prising:
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exchanging logic configured, using a hardware processor,
to exchange a first namespace portion indication
between said server and said client device;

deriving logic configured to derive a first namespace por-
tion by decrypting said first namespace portion indica-
tion;

incorporating logic configured to incorporate said
decrypted first namespace portion into a first namespace
associated with a first data packet of said stream of data
packets;

said deriving logic being configured to derive a namespace
portion for a subsequent data packet, said subsequent
namespace portion being based on content of said first
data packet, said subsequent namespace portion differ-
ing from said first namespace portion; and

said incorporating logic being configured to incorporate
said subsequent namespace portion into a subsequent
namespace associated with a subsequent data packet of
said stream of data packets, wherein the namespace for
each subsequent data packet is iteratively derived based
on the preceding data packet for authentication between
the client device and the server.

15. A non-transitory computer-readable storage device

storing instructions computer program product configured,
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when executed by a hardware processor of a computing
device, to perform the steps of:

exchanging a first namespace portion indication between a
server and a client device;

deriving a first namespace portion by decrypting said first
namespace portion indication;

incorporating said decrypted first namespace portion into a
first namespace of a first request from said client device
to said server for a first data packet of said stream of data
packets;

deriving a namespace portion for a subsequent data packet,
said subsequent namespace portion being based on a
content of said first data packet, said subsequent
namespace portion differing from said first namespace
portion; and

incorporating said subsequent namespace portion into a
subsequent namespace of a subsequent request from
said client device to said server for a subsequent data
packet of said stream of data packets, wherein the
namespace for each subsequent data packet is iteratively
derived based on the preceding data packet for authen-
tication between the client device and the server.
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